SECRET communication as a service
Enabling exchange of classified information




Sectra Tiger/S—the core of the service Designed to protect your national secrets

Information is one of the most valuable assets that your organization has
—which means that it needs to stay protected at all times. Exchanging classi-
fied information should be as quick and easy as sharing any other information.
It should enable your organization to focus on your everyday business.

With 40 years of experience of protecting information and securing
communication on the highest level, Sectra can offer you a tested and
approved solution as a service. Sectra Tiger/S is an easy-to-use secure
communication solution for stationary or mobile use. It allows you to

share classified information up to the classification level SECRET through This is why Sectra has designed this service for users handling
encrypted voice communication, messaging and data transfer. information up to and including the
The solution has been designed to guarantee availability and offers the classification level SECRET—so you ‘ ®
flexibility to connect through all types of IP networks, such as satellite, can be sure that your secrets AT 9 goao s ST O-.
fixed and mobile networks. Sectra Tiger/S also supports over-the-air stay your secrets. 2 TolPI TR . o
re-keying as well as over-the-air phonebook distribution. SECRET —Ee
communication as a service is delivered as a turned key solution O © f“a" s ®
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Protecting Dutch state secrets since 2007

Dutch ministries and government officials have used Sectra’s secure communica-
tions solutions for sharing and communicating classified information since 2007.
Secure communication as a service, referred to by the Dutch ministries as
VECOM, is used for both national and international communication and covers

a range of solutions. This enables the Dutch ministries to offer employees the
most appropriate security solution based on their individual communication

and security requirements.

c We handle classified information on a daily basis, and need
evaluated and trusted products to protect our communication.
The paossibility of having secure communication as a service
with a partner specialized in cybersecurity is extremely valuable. ”

Central Contract Manager VECOMZ2

Why as a service?

SECRET communication as a service is offered as a fixed TCO
(total cost of ownership) for at least five years. There is no initial
investment, and your main contact at Sectra will make sure
that the hardware is always updated and configured with
the latest version as well as upgraded when needed. The
infrastructure will be updated every five years, or before
if the software update requires it. Tiger/S units will be
exchanged every three years, and there will always

be spare equipment at the customer’s site in case of
unexpected scenarios.

Finally, solutions can be tailored to the customer’s needs
and requirements. With SECRET communication as a
service, you can focus on your core business—while
we protect your information and communication.

The service includes:

* |nfrastructure for the Tiger/S system
(Communications manager, Key generation
center and Security management center)

e Agreed number of Tiger/S phones

e Service and maintenance program
- Hardware and software updates

e One main contact at Sectra for
delivery and support

e Spare equipment on site at the
customer’s organization

e Ability to add different services tailored
to the customer’s needs
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Additional services tailored to your needs

Since all organizations have different needs when it comes to cybersecurity
solutions, we can tailor SECRET communication as a service to your specific
requirements. Some examples of additional services:

Secure mobile workplace up to SECRET

With Sectra’'s Secure mobile workplace, individuals can handle classified
information up to and including the classification level SECRET while working
from home or elsewhere.

The package consists of:
e Sectra Tiger/S phone: for secure voice communication and messaging
e Tempest computer and Sectra Tiger User Tool: for secure data transfer

e Sectra Tiger Connector: for stationary connection

e Sectra Tiger File Server: for file storage, both personal and shared space

Mission Pack

The Mission Pack is designed for battlegroups out in the field or mission-
based personnel who need to communicate with their headquarters or
other offices.

The package consists of:

e Sectra Tiger/S phone: for secure voice communication and messaging

e Tempest computer and Sectra Tiger User Tool: for secure data transfer
e Sectra Tiger Connector: for stationary connection

e Sectra Tiger File Server: for file storage, both personal and shared space
e SAT terminal: to enable satellite connectivity for Tiger/S

e Turtle backpack

e Extra battery



40 years of cybersecurity

The EU, NATO and more than half of the EU member states
use Sectra’s secure communication solutions for sharing
classified information on national and international levels.

Sectra is a public company founded in 1978. Our head office
is located in Linképing, Sweden and our business is conducted
through operations in Sweden, the Netherlands, Norway,
Finland and the US.

Do you want SECRET communication as a service to
support you in your exchange of classified information?

Contact us today.

Swedish office: +46 13 23 52 00
Dutch office: +31 70 302 30 00

E-mail: communications@sectra.com



