border

OPEN, ACTIVE AND SCALE OUT
CYBERSECURITY PLATFORM

for Enterprise and Service Providers

-

Heterogenous data from Deep insights of your networks. Protecting IT infrastructure
multiple sources. of any size.
Traffic Vault (SIEM)
e Netflow v5, v9, IPFIX , sFlow collectors Log Parsing, Normalization & Storage
DPI Analysis Behaviour analysys
Geolocation Integrating HW and Software Assets

Wired & Wireless Networks

Intrusion (IDS/IPS)
@ SNORT IDS /IPS deployment
Centralized Management

Infrastructure Monitor
Monitoring Deployed Hardware

through SNMP.
Signature Policies, Anomalies, Attacks
Reputation & Geoblocking
Custom Rules Mobility

LAN Bypass (redborder appliances)
Hierarchical Policies
Multiple Feeds

Correlation Engine
Analysis combining any rule
Detect Anomalies and Behaviours

Integrations with Vendor APIs
Indoor Localization
Location Analytics

redborder editions redborder manager appliances
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Enterprise Community - :
Active cybersecumt_y platform for Try out ;md fly free with our MODEL HARDWARE CHARACTERISTICS
companies of any size. community version.
HPA-6600 8 threads, 64Gbh RAM, 100Gb SSD,
. ( T ) Up to 1000 event per second” 2x3Tb Disk.
.y o HPA'8600 16 threads, 96Gb RAM, 2x100Gb SSD,
OEM . . lee . Up to 5000 event per second” 4x3Tb Disk.
Tailored version for security Our platform as a service. Get
service/hardware providers. the most of our cyber security HPA-9600 16 threads, 128Gb RAM, 4x200Gb SSD,
services Wlth no additional Unlimited event per second” 8x3Tb Disk.
structure.
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Redborder Intrusion Wifi
Manager Probe extension

Features

Unified Platform Features

Dashboards, Reports & Personalization

Automation (Rules, Alerts & Reporting)

Centralized Domain, Sensor & User Management X

Automatic Attack Detection

Big Data Capabilities

Cluster configuration *

Multitenancy and unlimited scalability*

Social - Social Analytics and Sentiment Analytics X

Traffic - Asset Detection, Behavior Analysis, Anomaly Detection, X

Forensics

Monitor - Wired Network Infrastructure Monitoring X

Vault - SIEM Capabilities. Device & Service Log Collection & Analysis. X

Event Correlation Rules. Security Event Classification and Priorization.

Intrusion - IPS Sensor Management X

Intrusion - Vulnerability Detection, Automatic Advanced Attack X
Detection

Intrusion - Automatic Attack Blocking X

Mobility - Wireless Network Infrastructure Monitoring* X

Mobility - Individuals/mass movements. Location Monitoring & N
Analytics*

(*) Only available on Enterprise Edition
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