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National Schemes and the National Security Catalogue —

§ 109 TKG

J o Certification of critical supplier components will be

'

Refers to BSI Technical Guideline

SeCU rlty Cata logu e for additional security measures

applicable for large 5G operators

mandatory in national 5G deployments.

o Critical components are depending on the “List of critical

l

BSI
Technical Guideline

Product
Certification

ProdCert 1
ProdCert 2
ProdCert 3
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Additional
Requirements

Req 1
Req 2

functions” in 5G networks and will be identified out of it.

* New revision of Security Catalog is in preparation, including
the final “List of critical functions” and references to BSI
Technical Guideline for certification requirements.

e BSI Technical Guideline contains relevant details on:

— Product Certification
(for example based on ISO, GSMA, CSA)

— Additional Requirements

|:| document under BNetzA-supervision

[ ] document under BSI-supervision
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BSI Technical Guideline for 5G Certification

BSI

Technical Guideline

Product
Certification

GSMA
NESAS

ISO
27001

ASC
(BSZ)

Grund-
schutz
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Additional
Requirements

Supply
Chain
Security

Product
Life Cycle

Secure
Operator
Checklist

Asc Accelerated Security Certification
(BSZ) (Beschleunigte Sicherheitszertifizierung)

BSI is publishing the Technical Guideline (TR) for
additional security measures and the proposed
certification schemes in the 5G context.
Technical Guideline is based on two pillars:

— Product Certification and

— Additional Requirements

Product certification will be based on available
schemes and documents

(see possible examples)

Preference for harmonized/international schemes
and standards (GSMA, CSA, ENISA)

|:| under international cooperation control

|:| under BSI-supervision

[ ] may move from BSI to international control
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European Strategy



5G Certification Strategy

- European -
, )
« Provides ,,EU 5G Toolbox*
» Setup group of MS to support EU-COM/NIS 5G CG
- Establish harmonised certification schemes using the CSA y
\

« Uses harmonised schemes and measures from ,,EU 5G Toolbox”

« Increased security in 5G networks through certification of critical
security functions / components
/

% Federal Office
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CSA Cybersecurity Act / Certification Framework
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EU 5G-toolbox and EU schemes under CSA and RSG

turopean | DG Connect

Commission

CSA RSB 5G Security Group e Creation of harmonized 5G-tools in a EU 5G-
NIS 5G CG toolbox
~NESAS Security PPl
Standards Security * Harmonized product certification under CSA
Common Criteria, maybe some version of
Hiewe Product glure : y
. perator NESAS)
Common Life Cycle Checklist
Criteria ISO . N .
197001 e Other harmonized measures to mitigate risk
Some proposed components ™

EU 5G-toolbox

RSB 5G Security Group of Regulatory and Supervisory Bodies I:I:I under EU-COM control (via CSA or via RSG)

% ]fedler?l Office Soou
) or Information Securit . . .
" CSA Cybersecurity Act / Certification Framework

I:I different com ponents used in the SG-toolbOX I:I under ISO'OWnerShip BSI SZ 32| Certification Strategy 5G | 01..06.2021 | Page 7



Thank you for your attention!

Contact

Herr Jorg Andreas
joerg.andreas@bsi.bund.de

BSI Referat SZ 32

Bundesamt fir Sicherheit in der Informationstechnik
Postfach 200363

53133 Bonn

www.bsi.bund.de/EN/
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