10 reasons why you
should right now

integrate Smart-ID
with your e-service

Very easy and fast integration

Easy to use

Strong authentication

Enables your business to grow cross-border
Gives your business a competitive edge
"Know your customer”

Highest level of security

Legally binding signatures on eIDAS QES level
One elD for all EU

10. Supports all signature formats
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Contact us for more information:
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+372 610 1885

A technology has been used in this product for which Cybernetica AS

has filed a patent application or a patent has been granted.




What is Smart-ID

Smart-ID is internationally recognised secure and
convenient electronic identity. Smart-ID provides
authentication and electronic signing utilizing user’s
smart device. It enables secure logging into e-services,
confirming transactions, and signing documents and
agreements.

Highly secure identification solution Smart-ID s
replacing outdated authentication solutions like PIN
cards or PIN generators. This cross-border international
solution offers seamless authentication in a secure way
for both end-users and service providers.

¢ Issued in one country, used in many

e Compliant with PSD2 and GDPR regulations
¢ Compliant with ETSI standard N910/2014

¢ Corresponds to Common Criteria EAL4 level
¢ elDAS certified
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Strongest security
and highest reliability

Smart-ID application is exceptionally simple, intuitive
and easy to operate, even for users who lack digital
confidence.

— It's freel Download Smart-ID app
from Google Play and the App Store.
\l/ Smart-ID  works across smartphones,
tablets, watches or whatever mobile

device the user prefers.

Available on the ANDROID APP ON
[ D App Store ] [ })0 Google Play]

Create your account:

¢ Online in-app or self-service portal:
portal.smart-id.com

¢ In a costumer service point

¢ Remote onboarding

For using Smart-ID, two PIN codes are created:
¢ PIN1 code for logging in
¢ PIN2 code for electronic signing

Smart-ID application does not store PIN codes.
User's identity is safe even if the smart device itself is
compromised.

Smart-ID's security is based on utilized split key RSA
scheme, where user's private key is equally stored in
the server and in the app, and proven principles of
public key infrastructure and threshold cryptography.

Fast and flexible

Smart-ID is designed to be used in
systems and applications with extensive
number of users and operations. At the
same time, it's always available and fast
- authentication and electronic signing is
done at the speed of instant messaging.

The Smart-ID solution is based on a e
simple REST APl that enables .' D
to get Smart-ID identification . .
solution up and running for your e
e-service very fast and very easy.

Thanks to the easy integration and

cross-border design, your e-service

can easily expand to new markets. No

matter what business sector you are

operating in.

< Smart-ID service offers transparent pay-
as-you-go transaction-based monthly
pricing. There are no set-up fees, no

S . .
hidden costs and no surprises.

The Single-Sign-ON solution increases
the end-users’ convenience by not
having to remember multiple usernames
and passwords.

:| Signatures given through Smart-ID have
-—, the same legal standing as handwritten
signatures: QES  (qualified electronic
signature) is the highest level of electronic
signature according to the elDAS.
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Get it now! Smart-ID is certified for all
European countries.

smart-id.com



