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Connecting chip to cloud

— Device software — —— Device services

sl

Third-party cloud services

mbed Cloud loT cloud applications
loT device
application Analytics and rules ~ App management
p—
ARMmbed Web servers Scale-out
p—
- Load balancing Data storage

2 ©ARM 2017




ARM

How to fast-track your loT?

mbed Cloud simplifies connecting highly-constrained and
loT-ready devices and offers end-to-end security

= Standards-based approach

ARMmbed
= Optimized for energy efficiency mbed Cloud

= Unique offering for a chain of trust for loT

= Simplifies firmware update across complex networks
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Platform OS requirements

= Accelerate the development of loT devices

= Integrate all the necessary software components needed for constrained loT devices (MCUs)
= Bring modern development methodologies and choice to MCUs to improve productivity

= Provide OS functionality and APIs across many vendor solutions to enable choice

= Accelerating the deployment of loT devices
= Provide standardised connectivity to the cloud across different transports

= Provide manageability from the cloud to open opportunities and reduce cost/risk

= Develop and leverage an ecosystem

= Freely available and open source to remove barriers to entry and enable adoption
= In collaboration with partners to provide maximum gearing of investment for everyone

= The tools and web infrastructure to support an ecosystem and create network effects
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mbed OS 5

mbed OS is built to address the disruptive jump in complexity for embedded software

Addresses built-in security, multi-protocol
connectivity and device updatability

Over 85 silicon platforms supported

for developers today
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mbed OS Core mbed OS Core

Peripheral
= Includes an RTOS Kernel Drivers

= Built on the open source CMSIS-RTOS RTX
= Established, widely used RTOS kernel
= Very small kernel optimised for constrained memory devices CMSIS-Core

Events Threads

HAL CMSIS-RTOS RTX

« Includes peripheral driver APIs, consistent across devices

= Start-up and environment initialisation

Networking

= Memory maps and cross-toolchain support and integration S
APIs

= Driver APIs for all common peripherals, supported across all MCUs

Serial
Interface RTOS APIs
APls

= Application and component libraries can be built unchanged

= Provides portability for developers and helps to deliver network effects
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mbed OS Connectivity

LAN O\’g WAN h

- Sub-GHz
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mbed OS Security
Covers three main types of threat
mbed Client

. Security of system, including ability to provision, ’
manage and update devices (e.g. security fix) \/ Lifecycle Security

’ ¥  mbedTLS

2. Security of communications between device

. Communication Security
and cloud services

J»
. . . . mbed uVisor
3. Security and integrity of device itself from [% Device Security

untrusted or malicious code
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mbed OS Tools

= Free core tools provide compilation, test
and collaboration workflows

= 3" party partner industry tools support
= Active Developer Website: developer.mbed.com

mbed CLI

Command Line Interface

“““ mbed Compiler

g Free Online IDE

mbed OS Core Tools
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mbed Greentea
Porting Testsuite and CI

mbed pyOCD

%, CMSIS-DAP Debug Library

mbed DAPLink

CMSIS-DAP Debug Firmware

Q git <5 mercuria

Atlassian

GitHubSr @ Bitbucket

@ GitLap  Mbed.org/code

mbed OS IDEs and Toolchains

STKEIL  ©IAR

Tools by ARM
SYSTEMS

ARM Comepiler 5

9

©ARM 2017

ARM



mbed OS Modularity

= mbed OS scales across a diversity of loT device requirements

BLE Beacon WiFi Appliance | Thread Device Sub-Ghz Mesh LoRa Sensor

Key mbed OS RTOS, Drivers, RTOS, Drivers, RTOS, Thread, Kok RTOS, Drivers,
. . 6LoWPAN Mesh, .
Components BLE TLS, Client TLS, Client ) LoRa Library
TLS, Client
Example Cortex-M3 + Cortex-M4 with Cortex-M3 +
- i - +
Hardware  Cortex-Mowith i Network  2.4GHz 802.15.4 802.15.4 Cortex-MO
BLE Radio , LoRa Transceiver
Components Co-processor & Crypto Transceiver
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mbed OS 5.5 headline features

CMSIS5 and Entropy/Acceleration Bootloader and
CMSIS-RTOS2 Partner HWV support firmware update
framework
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Accelerate time-to-value with SaaS

Standards Modular Automatic Speeds
based approach upgrades integrations

Easy integration and Configurable - buy Seamless experience API-first developer
expansion as technology what you need for latest features tools for high
matures productivity

12 ©ARM2017 ARM



Network efficient - from web app to loT nodes
HTTP

1000s of bytes 8 I O

Web Object more effiCient

CoAP over IP

|00s bytes
Binary Web Object

Router CoAP

“ |Os of bytes

HTTP Proxy

-

| Binary Web Object |
e TP
DTLS / UDP
v
Web Application loT Backhaul loT Node Network
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mbed Cloud — Engaged Customers

mbed Cloud is available for enterprise licensing for businesses taking their loT to scale.
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Globally recognized leaders in their segments are using mbed Cloud for their loT.
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“Utilizing mbed Cloud will
bolster enterprises’ ability to
migrate from M2M and other
proprietary devices to loT as
well as enable developers to

deliver enterprise-class
solutions.”

Tom Bianculli, Chief Technology Officer,
Zebra Technologies.




THANK YOU'!

Any further questions

ARM

Please send your email to :

iotasia@arm.com

The trademarks featured in this presentation are registered and/or unregistered trademarks of ARM Limited
(or its subsidiaries) in the EU and/or elsewhere. All rights reserved. All other marks featured may be
trademarks of their respective owners.
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